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 110th Team,  
I hope everyone had a safe and 

enjoyable holiday season. As I 
look back on 2015, I think that it 
was an excellent year for the 
110th. I expect an even better 
2016 as we enter an exciting era 
of opportunity with the stand-up 

of our MQ-9 mission-set and initiation of our new Cyber 
Operations Squadron.  

I want to thank everyone for their patience, participation, 
and assistance during the change of command and awards 
ceremony events in December. Overall, it was an excellent 
event and awesome opportunity and privilege for me to 
participate in an awards ceremony as my first act as Wing 
Commander. Thankfully, this was followed by a first week on 
the job that was pretty good, too. As most of you are aware, 
the week following the December drill we were formally 
selected as one of four new ANG units to receive a Cyber 
Operations Squadron. As I mentioned before, with the 
addition of a Cyber mission, we are now operating both of 
the growth missions in the USAF. This is tremendous news 
for our Wing and gives us significant relevance for years to 
come. We have spent the past few weeks researching and 
making contact with units and NGB for advice and to 
determine our best path forward. On Saturday of drill, we 
will have our initial 110th stakeholder meeting to discuss our 
way ahead and strategy. There will surely be more to follow in 
the months ahead.

As a new Wing Commander, I think it’s important to 
emphasize and mention some of the talking points from the 
change of command event. I’ll start by discussing my 
overarching priorities and provide more detail with some 
specific aim points for consideration. I have divided my 
priorities into three areas:  Mission, Airmen and Families, 
and the Future. With those priorities in mind, I ask that you 
consider the following aim points: (1) Focus on the mission 
and strive to excel in our current mission-sets; (2) Develop 
Airmen by setting the conditions for success; (3) Innovate 
and raise the bar by challenging each other to improve and 
get better; and (4) Use the core values to guide your decisions. 

With respect to mission, I ask that you be ready at all times 
and let the mission drive your focus. Every member of the 
Wing is important to our mission and I ask that you give 
your best effort in your assigned role. From my perspective, 
the way we drill and how we use Airmen’s time is going to be 
focused with mission execution and readiness in mind.  

Development of Airmen is crucial to the continued 
strength our team. I believe that it is important to set the 
conditions for success so that our people have the best 
opportunities to thrive. It’s also just as important to take care 
of our families and provide ways for them to feel like they are 
part of our team. I think we all would agree that it’s difficult 
to accomplish the mission at a very high level without the 
support of our families.  

Shaping the future for enduring success is my final priority. 
In today’s environment, shaping the future requires 
innovation and people willing to explore new ideas. I know 
we have those type of people in our Wing and I think we can 
have a lasting impact on the future success of the Wing if we 
continue to challenge each other and raise the bar. 

CONNECT WITH THE 110TH ONLINE!  
WWW.110AW.ANG.AF.MIL

Furthermore, our core values of integrity, service, and 
excellence are the minimum standard we should strive for.   
In fact, I would argue that a unit lacking in integrity or 
service before self is probably below par as an organization. 
Of course, this isn’t an issue for our Wing.  Our Wing is a 
tremendous organization with a history and future of 
excellence. As a result, I believe we can make a significant 
impact towards shaping our future in a positive manner.

I look forward to working with all of you. It’s an honor and 
privilege to serve as the Wing Commander of this 
organization. Have a great drill weekend!

COMMANDER
By Colonel Bryan Teff, 110th Attack Wing Commander

UPDATE
PUBLIC AFFAIRS MESSAGE

The electronic Jetstream (eJSJ) will be moving 
towards a Quarterly distribution vs. monthly. All of the 
information will continue to be updated on the Wings 
Public Website:  110AW.ANG.AF.MIL with timely updates 
posted on the Wings Facebook site: 110AW.BC.ANG  
as always please submit updates, articles, stories of 
interest etc. to the 110th Public Affairs office email at:  
USAF.MI.110-ATKW.MBX.PA-VISUAL-INFORMATION@
MAIL.MIL (as well as work/print/studio requests) For a 
more detailed list of what your Public Affairs Office can 
do for you please see PA Customer Service Center on 
your nearest bulletin board or on SHAREPOINT

http://www.110aw.ang.af.mil
http://www.110aw.ang.af.mil
http://www.110aw.ang.af.mil
http://www.110aw.ang.af.mil/
https://www.facebook.com/110AW.BC.ANG/
mailto:USAF.MI.110-ATKW.MBX.PA-VISUAL-INFORMATION%40MAIL.MIL?subject=
mailto:USAF.MI.110-ATKW.MBX.PA-VISUAL-INFORMATION%40MAIL.MIL?subject=
https://eis.ang.af.mil/org/110AW/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2Forg%2F110AW%2FShared%20Documents%2FPublic%20Affairs&FolderCTID=0x0120003298C295D4C11444AE559B26CEB5F1AD&View={1C3DA1F7-7074-456D-B61B-5D6EFFD277DC}


BULLETIN
PROMOTIONS

1 January 2016
Staff Sgt. Justin Brandt (172nd)

Staff Sgt. Brian Godlewski (MDG)

DFAC MENU

BOW HUNTING ON BASE

FITNESS ON BASE
Wing Fitness Center

Hours 0500-1900  
(SFS can open outside these hours if you ask)

Services will be providing Practice fitness tests at 
the Track at 1530 Every Saturday of Drill. Our core 
target audience will be members who are currently 
enrolled in the Fitness Improvement Program. We 
will have fitness and Recreation Personnel 
available to assist in proper form for Pushups and 
Sit ups. The 1.5 mile run will also be timed. The 
classes are in Arcnet so that attendance can be 
tracked.  Please schedule your members for the 
classes.

Please do not sign up for practice tests during 
fitness testing on Sundays. Saturdays will be for 
Practice testing.

We will not be providing Waist Measurements 
during these sessions. 

We encourage all UFPMs and PTLs to attend to 
document members progress. 

Thank you and we hope to see you out at the track!

BASE BOX  
(affiliate name TBD)

Building 6900 (Large Hangar) WOD Day/Times
          (Workout of the Day)

Sun of UTA 0630-0730 
Tues-Fri  0630-0730  
Tues-Fri  1600-1700

All Skill /Fitness Levels welcome and encouraged!

Saturday
Traditional Gyro  Potatoes O’Brien
Chicken Broccoli Alfredo Bake Garlic Bread
Green Beans  Candied Carrots

Sunday
BBQ Pulled Sandwich  Baked Beans
Italian Sausage w/peppers onions Garlic Toast
Corn   Peas

WHAT WE DO AT THE BOX?
https://www.youtube.com/user/CrossFitHQ

Once again we will be allowing Bow Hunting on the 
installation outside of duty hours and planned wing 
activities.  Individuals interested in Bow Hunting on Base 
for the current season should visit the Installation Hunting 
SharePoint Page (below) and complete both the “Hunter’s 
Responsibilities” and “Hunting Waiver” and return them to 
Wing Safety for further processing. 

https://eis.ang.af.mil/org/110AW/WingStaff/SE/Ground/
Hunting/Installation%20Hunter%20ROE/Forms/AllItems.aspx

Please Contact Wing Safety Staff with any further
questions.

State Tuition Assistance is now an online 
process!

Go to: www.michigan.gov/dmva  
Click on education assistance
Go to MI State Tuition Assistance Program 
Click the online application to begin.
Register as new user
Password is dmva123

STATE TUITION 
ASSISTANCE ONLINE

UTA CHILDCARE
Attention 110 AW military members:
Need childcare during UTA? 3 Slots available for 
childcare on Saturday & Sunday of UTA 0600-
1800.
Requirements: Must be attending UTA; Officer or 
Enlisted children can participate.
Children’s age  must be between 6 weeks-12 
years.
Child must be immunized according to American 
Academy of Pediatrics.
Currently, completely free.  Call MSgt Tammy 
Zerafa with questions. 269-969-3565

COLLEGE SURVEY
There have been several inquiries for humanity 
classes to fulfill the CCAF requirement. Please 
take the time to complete this survey that CMU  
designed. It is a very simple survey to gauge 
interest in two class options, found at the 
following URL: https://www.surveymonkey.
com/r/BCANGHUMANITIES2016

CMU will also be here during the college fair 
with more information about possible courses.

Combined Federal 
Campaign’s winner of 
the Chili Cook Off is:

Green Bay Chicken Chili by Andrea Barber. 
Congratulations on a winning recipe!

Honorable mention goes to:
2nd place- Chili Chili Bang Bang
3rd place-Prickly Chicken
4th was a tie with Wally World’s Bucking 
Good and Milli Vachili

Good job to all of our contestants and to the 
members who came out to support a good 
cause! We couldn’t do this without you! 
Hope to see you all next year!

Charity goes to: The SW 
Veteran’s Relief fund

Collected: $331.00 today

Saturday, January 9, 2016
Building 6900, 1400

BRIG. GEN. WILSON 
PROMOTION CEREMONY

Saturday, February 20, 2016
Amway Grand Plaza Hotel, Grand Rapids MI.

STATE MILITARY BALL

MICHIGAN NATIONAL  
GUARD WEBSITE

www.minationalguard.com

https://www.youtube.com/user/CrossFitHQ
https://www.youtube.com/user/CrossFitHQ


Cybersecurity work means 
decades of opportunities, 
National Guard leader says
By Al Jones, Kalamazoo Gazette/MLive 
December 10, 2015

BATTLE CREEK, MI – New cybersecurity work for the 
Battle Creek Air National Guard should mean opportunities 
for decades to come, its commander says.

“We’re bringing tremendous capability to the 110th Attack 
Wing and the community,” said Col. Bryan Teff, commander 
of the Battle Creek Air National Guard, officially called the 
110th Attack Wing.

As announced Wednesday, the Air National Guard base 
has been chosen to become one of four new locations in 
the United States to house a Cyber Operations Squadron. 
As such, it will join an ongoing, everyday, nationwide effort 
to combat cyberattacks on the United States, its defense 
systems and its people.

“We’re bringing highly skilled, highly trained professionals 
not only to the base but to the community at large,” Teff said. 
“This mission really provides a great relevance for us into 
the future. It provides a solid base for us to grow on, and 
there will be lots of opportunity for decades to come.”

Although he said he could not estimate the economic 
impact additional personnel and operations may have on 
the Battle Creek area, he said such work will attract people 

who will benefit the community with their interests and their 
spending.

The cybermission gives the base the second of two 
“growth missions” in the United States Air Force, Teff said. 
The first is intelligence, surveillance and reconnaissance, 
which Battle Creek air guardsmen do as part of their mission 
to ramp up as an operations site for remotely piloted aircraft, 
the MQ-9 Reaper drone aircraft.

When up and ready, personnel at the base will be able 
to operate drone aircraft in different countries from Battle 
Creek.

Located at 3475 W. Dickman Road, on the north side of 
the W.K. Kellogg Airport and east of the Fort Custer military 
installation, the base also expects to have a higher profile in 
the national defense network and a larger roster of military 
and civilian workers.

Approximately 71 new positions (including 21 full-time) will 
be added to the more than 300 full-time and 600 part-time 
working positions at the base.

To staff the squadron, Teff said, “We’ll recruit people who 
are in the military and the Air National Guard, and we’ll 
recruit people right out of college, everything you can think 
of – academia, business. We’ll use that entire pool to recruit 
people.”

Some are likely to be airmen and airwomen who have 
already been involved in three other high-tech areas on the 
base. Some of their work has involved training others to 
detect and combat computer hacks and cyberattacks.

The Michigan National Guard’s inaugural Cyber Range 
Hub opened at the Battle Creek base in 2014 and has 
involved about 100 guardsmen who train to safeguard 
various U.S. computer, Internet and related systems from 
hackers and malicious cyberattack.

“Our people here really started this work back in 2009,” 
Teff said of those people.

But the cybersecurity squadron’s work will be focused.

“It’s a defense mission, so we’ll be tasked from a higher 
headquarters (with assignments) and we’ll execute those 
tasks,” Teff said. He said he could not provide specific 
examples of the work.

Guardsmen already at the base were credited 
by Michigan legislators for laying groundwork that 
demonstrated the air wing’s potential to handle the new 
mission.

“A lot of people don’t realize all of the threats that are 
made against the United States,” said Lynn Turner, district 
representative for U.S. Congressman Fred Upton. She said 
it is significant that Battle Creek will have a group of people 
with the capacity and the opportunity to help the U.S.

“It’s the women and men who work on this base – they did 
a wonderful job,” said Mary Judnich, regional manager for 
U.S. Sen. Debbie Stabenow. “This speaks to their expertise 
and talents.”

She and Turner said Upton and Stabenow were pleased 
to lead the Michigan Congressional delegation in urging the 
U.S. Department of Defense to chose Battle Creek as one of 
the sites for the squadron. And they thanked the Air National 
Guard on behalf of those legislators.

Along with locations in Virginia, Texas and Idaho, Battle 
Creek will become one of four new Cyber Operations 
Squadrons, bringing the total of such operations to 12 in the 
United States.

Teff said planning for the squadron has already started, 
but the operation is not expected to be “standing up” for at 
least another six months.

Asked how things are progressing with efforts to attract an 
intercontinental ballistic missile defense system to the U.S. 
Army National Guard base at nearby  Fort Custer, Teff said, 
“The final results of that will be next year.”

He said, “That’s really an army project that’s being led 
by Fort Custer. So they have more detail on that, but we’ll 
certainly support that as their mission partner if we’re 
fortunate enough to get that mission here.”

Fort Custer is one of four U.S. Army bases vying to be 
chosen as the site for a system that would deploy rockets 
to intercept any intercontinental missiles fired at the eastern 
United States.

Col. Bryan Teff, 110th Attack Wing Commander, holds his first press conference, 
Thursday, December 10, 2015, at the Battle Creek Air National Guard Base, Mich.



Cyber Operations Squadron (COS) update
By Maj. Danial Guy, 110th Attack Wing, Communications Flight Commander

Welcome to the first of many articles relating to the newest addition to the 110th Attack Wing, the 
Cyber Operations Squadron (COS). The COS has many Airmen excited about their futures with the 
wing and if you have not heard about this yet, here is your first introduction to the newest mission. 
The Cyber Operations Squadron is a completely new mission, adding an additional 71 positions to the 
Wing. Of the 71 new positions, approximately 20 of these positions are full time, which will be a mix 
of Air Reserve Technician and Active Guard Reserve personnel. The composition of the squadron is 
roughly 14 officers and 57 enlisted personnel. The AFSC supporting the mission are mainly comprised 
of 3DXXX’s and 1B4XX’s.

Similar to most of the other mission sets here at the 110th Attack Wing the new positions are highly 
technical and require a great deal of initial and follow on training. The 1B4XX AFSC is one of the 
USAF’s newest AFSC’s and to become a 1B4 members must take and pass the Air Force Electronic 
Data Processing Test. Additionally members of the COS will be required to attain and maintain a Top 
Secret security clearance.  Being part of this new mission is no easy task, but this mission is exciting and 
further pushes the technological boundaries that the AOG and RPA have.

So what is a Cyber Operations Squadron (COS)? For those that are familiar with a Fighter Squadron, 
a COS is similar, but instead of operating in the Air domain, a COS operates in the Cyberspace domain 
of warfare. Similar to an F-16 or A-10 fighter squadron that performs a multitude of missions such 
as Close Air Support, Air Interdiction, Air Defense or Suppression of Enemy Air Defense (SEAD), 
the COS will perform a diverse set of cyberspace missions. While it will take a few years for the COS 
to become fully operational, once it is the members will perform missions such as; Defensive Cyber 
Operations (DCO), Vulnerability Assessments, Penetration Testing and other missions. 

The 110th’s mission stand up team will host a recruiting expo to familiarize unit members with the 
new Air Force Specialty Code (AFSC) positions slated to be a part of the new mission during the 
March 2016 drill weekend. The expo will furnish unit members with the opportunity to speak with 
mission stand up personnel and to discuss the overall COS mission and its unique training requirements. 

One of primary tasks through the standup process is to help keep the entire 110th Attack Wing 
informed and give individuals the tools and information needed to make timely decisions as we 
establish this new mission. As a start to this process, we have added a COS page to the Wing Share 
Point page. This page is located at https://eis.ang.af.mil/org/110AW/WingPrograms/COS and we will 
continuously update this page with information for members. We will continue to improve this resource 
as we move forward and welcome feedback. A Frequently Asked Questions (FAQs) forum is currently 
among the info that may help answer some of the common questions. Please use the forum to ask 
questions, or send more specific questions to Maj. Daniel Guy at daniel.e.guy.mil@mail.mil.

We will do our best to keep the wing informed as information becomes available or as changes occur.

Some upcoming events and anticipated timelines as of now and are subject to change:
March 5-6 UTA: COS Expo
April – May: Cyber Shield exercise, members deploy to participate in a nationwide National Guard 

cyber exercise.
May UTA: Initial Cyber Operations Squadron boards and begin DSG selections. (selections will be 

ongoing until manning document is filled)
May 2016: Possible Site Activation Task Force (SATAF). NOTE: This process will assess many 

aspects of the standup and help “determine the way ahead” for many of the conversion projects and 
timelines.

May/June 2016: initial members begin AFSC training
June 2016: Cyber Guard exercise, members deploy to participate in a nationwide whole of government 

cyber exercise.
2016-2019: skills training, exercises, prepare for HHQ tasking
2017-2018: facility construction
January 2019: Initial Operation Capability (IOC)

Meet Taika, 
Service Dog
By Staff Sgt. Andrew Layton 
110th Attack Wing Public Affairs

Dogs in Honor is a non-profit organization 
based in Traverse City, Michigan that seeks to 
pair veterans experiencing Post-Traumatic Stress 
Disorder (PTSD) with a trained service dog to 
foster emotional, mental, and physical healing. 
According to the organization’s website, 82% of 
veterans with PTSD had decreased symptoms, 
and some were able to take fewer or completely 
stop taking medications when paired with a 
service dog. This is a significant gift to America’s 
veteran population, of which eleven to twenty 
percent of veterans serving after 9/11 are said to 
experience PTSD, according to Department of 
Veterans Affairs research.  

Staff Sergeant Andrew Smith of the 110th 
Communications Flight says that his service 
dog, Taika (acquired though Dogs in Honor), 
has provided several support functions since his 
return from a deployment to Afghanistan in 
2010. “She reminds me to take medicine, alerts 
me to when I am in a stressful situation, and 
wakes me up when I am having nightmares,” 
Smith said. “Possibly the biggest thing 
she has done so far, however, is bring 
PTSD out from the shadows.”  In the 
last five years, the unit Smith served with on 
Active Duty has lost five members to suicide, 
and he believes that a more open dialogue about 
the difficulties of PTSD could have prevented 
this. “I tried to suppress my PTSD,” he admitted. 
“Recently, I have been going to the Vet Center in 
Traverse City, and they have helped me to realize 
that the only way to get better is to face the 
PTSD head on. Trying to hide from PTSD does 
not work; it festers and eats away at oneself.  

For Staff Sergeant Smith, Taika’s 
unconditional companionship has been a 
major factor in his ability to continue working 
normally, in spite of his experience with PTSD. 
However, since this means Taika is also working, 
there are occasionally times when she can 
become distracted when people show interest 
in her. This is why Smith suggests that the best 
way to show respect for Taika is to simply ignore 
her. “Unfortunately, while she is working, she 
can accept no petting or attention,” he says. “Of 
course, you can still talk and interact with me as 
normal, though!” 

Although it is never appropriate to ask a 
veteran about the events that caused their 
PTSD (they’ll share that when and if they 
feel comfortable), the availability of service 
dogs to those experiencing its effects offers a 
major step in acknowledging the condition’s 
presence on both an individual and societal level.                

“If hearing the story of me and Taika 
and our battle with PTSD helps one 
person to seek help, it is worth it,”                   
says Smith. We at the 110th Attack Wing 
can be thankful to have Taika’s 
symbol of courage and strength 
in our midst.

https://eis.ang.af.mil/org/110AW/WingPrograms/COS
mailto:daniel.e.guy.mil%40mail.mil?subject=COS%20Question


Change of Command
By Staff Sgt. Andrew Layton, 110th Attack Wing Public Affairs

Air National Guard Photos by Airman Tiffany Clark and Master Sgt. Sonia Pawloski, 110th Attack Wing Public Affairs

 Saturday of 2015’s December UTA marked 
a new era in the 110th Attack Wing’s history 
when Col. Bryan Teff assumed the position of 
Wing Commander from Col. Ronald Wilson. 

Brig. Gen. Leonard Isabelle, who presided over 
the change of command ceremony, said that Col.
Wilson’s three-year tenure in the position came 
during one of the most tumultuous operational 
and budgetary climates the Air National Guard 
has experienced. “You could call it the era of 
change,” said Isabelle, citing the 110th’s evolution 
from an operational C-21 mission, to a projected 
C-27J airlift mission, to an effective MQ-9 
RPA combat function under Wilson’s oversight. 
“Col. Wilson has been one of the Air National 
Guard’s best leaders during this time,” said 
Isabelle, pointing out that Col. Teff ’s 26-year 
resume in the Air Force made him the perfect 
candidate to lead the 110th Attack Wing into 
a promising new era. Teff was hand-selected for 
the position by the Michigan National Guard’s 
Adjutant General, Maj. Gen. Gregory Vadnais. 
“Col. Teff is the only Wing Commander to have 
been in a position of higher leadership at all 

three Michigan Air National Guard installations; 
Selfridge, Alpena and Battle Creek,” said 
Isabelle.  In his own remarks, Col. Teff echoed 
Isabelle’s projection of a bright future for the 
110th Attack Wing, highlighting the fact that 
the unit’s current missions are unanimously 
recognized as fields of critical growth across the 
entire Air Force. “Right now the outlook for 
our Wing is as good as it’s ever been,” said Teff, 
“And it’s an awesome opportunity to work on 
behalf of the fantastic people here as the Wing 
enters a new phase, which will be defined as the 
era of opportunity.” The event was well attended 
by military, local civilian, and retired dignitaries 
including Maj. Gen. Gregory Vadnais, Maj. Gen. 
Thomas Cutler (Ret.), Brig. Gen. Ronald Seely 

(Ret.), State Sen. Margaret O’Brien, Director of 
Disposition Services, Mr. Michael Cannon, State 
Rep. Dr. John Bizon, representatives from both 
Senator Stabenow’s and Congressman Upton’s 
offices, and Director of Corporate Projects, 
Battle Creek unlimited, Ms. Jan Frantz, as well as 
over 700 currently-serving members of the 110th 
Attack Wing.



2015 Awards Ceremony
 Col. Bryan Teff announces and congratulates the 2015 Airman of the Year recipients, Saturday, December 5, 2015, Battle Creek Air National Guard Base, Mich. Members awarded include, Airman of 
the Year, Senior Airman Erik Elliot, 110th Operations Support Squadron, Non-Commissioned Officer of Year, Tech. Sgt. Richard Parker II, 217th Air Component Operations Squadron, Senior Non-
Commissioned Officer of the Year, Master Sgt. Carl Westphal II, 217th Air Operations Squadron, Company Grade Officer of the Year, 1st Lt. Justin Andrews, 217th Air Component Operations Squadron, 
1st Sgt. of the Year, Master Sgt. Darrell Kingsbury, 217th Air Operations Group, Honor Guard Member of the Year, Staff Sgt. Amanda Bean, Battle Creek Air National Guard Enlisted Memorial 
Scholarship recipient, Jacob Zahm, annual 110th Attack Wing Outstanding Unit Safety Representative, Master Sgt. Felica Harris, and Outstanding Individual Safety Contribution, Master Sgt. Luke Wimby, 
and 110th Attack Wing Guardsman of the year, Staff Sgt. Amanda Bean.









 
What is OPSEC? 
Operations Security, or OPSEC, is the 
process of denying our adversaries 
information about friendly capabilities 
and intentions by identifying, controlling, 
and protecting indicators associated with 
planning and conducting military 
operations.  Basically, it’s PROTECTING 
our UNCLASSIFIED, yet SENSITIVE 
information.  
 
Why practice OPSEC? 
Many countries in the world consider the 
United States an enemy and are highly 
interested in everything we do.  The same 
holds true for “friendly” countries.  They 
too are interested in our activities 
because they don’t want to get left 
behind in technological advances.  
Protecting our information from 
compromise is everyone’s business! 
 

 

 
 
 
 
 
 
 
 
 

Thank you! 
Thank you for taking the time to read this 
guide. Our goal is to provide you with a greater 
understanding of OPSEC and to promote 
family awareness of our security concerns.  
 
 
 
 
 
 

 
 
 
 
 
 
 
 

Battle Creek Air National Guard Base 
 
 

 
 
 
 
 
 
 

 
  

Important Phone Numbers: 
 

Wing Information Protection Officer 
SSgt Andrew Layton 

269-969-3502 
 

Unit Coordinators: 
217th ACOS: 269-969-3400x7926 

217th AOC:  
110th OG: 

110th MSG: 
 

110th Security Forces Squadron 
269-969-3300 

 
Privacy Act/PII Manager 

269-969-3400x7200 
  
 



How do you practice OPSEC in the home? 
 
1.  Identifying Critical Information. Critical 
information can be derived from “indicators,” or 
unrelated activity that may identify critical 
information.  Suppose you are planning a family 
vacation and are worried about the safety of your 
home and belongings.  Critical information may be 
the dates you are going to be gone or the fact that 
you have no alarm system.  An indicator identifying 
the fact you are gone is the pile of local newspapers 
sitting on your doorstep because you didn’t stop 
delivery. 
 2.   Analyze the Threat.  Once you have identified 
the information you want to protect, you have to 
know who to protect it from. Can a burglar tell your 
house is empty and you are away on vacation?  Does 
he have the means to break into your house?  
Threats like this exist.  The base Security Forces or 
local OSI detachment can give you more information 
on local threat conditions.   
3.  Identify Your Vulnerabilities. Next, determine 
how an adversary may target you. Your house may 
not have adequate locks on the doors and windows, 
or the back porch may not be illuminated at night.  
These vulnerabilities make your house susceptible to 
a threat, but the good news is that once identified, 
vulnerabilities can normally be fixed. Almost anyone 
can access your personal material on social 
networking websites.  Also, are your profile and 
viewing restrictions locked-down, if you access social 
media websites/apps? 
4.  Apply Countermeasures.  After we identify our 
vulnerabilities, we can apply countermeasures to 
protect them.  You can have someone “house sit” 
while you are on vacation.  You can add better locks 
and install timers on your lights.  Get a neighbor to 
pickup the daily newspaper or your mail so you don’t 
have a pile on your doorstep.  Let the local police or 
Security Forces know the dates you will be away.  
Lock down your social media profile. 

 
 
 
 
 
   
a.  Watch what you say around children.  Little ears 
have a way of remembering the strangest things and 
children may not always know they shouldn’t repeat 
things they hear at home. 
 b.  Be aware of your surroundings.  If you see the same 
delivery truck parked across the street from your house 
several days in a row, or if strangers are asking you 
detailed questions about yourself or your neighbors, 
notify your local police or Security Forces. 
c.  Vary the route you take to and from work.  This is 
especially true if you live in an overseas location where 
not everyone may be friendly to Americans. 
d.  Be careful when discussing your spouse’s job with 
friends or new acquaintances.  There’s nothing wrong 
with being proud of your spouse and talking up what 
they do at work, but try not to say too much, especially 
if your spouse works in a sensitive job.   
e.  Safeguard your personal information.  Shred any 
personal papers such as bills, credit card statements or 
bank statements before you throw them away.  Do not 
give anyone your internet passwords.  Identity theft is a 
major concern in the United States, and your trash is 
one of the easiest places to find personal information. 
f.  Be alert when traveling, especially overseas.  Not 
everyone likes Americans.  We are easily identified in 
overseas locations. Don’t do things that draw attention 
to yourself.  Try to blend in as best as possible. 
g.  Practice common sense.  This is probably the best 
countermeasure available! 
h.  SOCIAL MEDIA: Facebook, MySpace, Twitter, etc, 
are some of the biggest compromisers of OPSEC.  If you 
don’t want the wrong people to know it, keep the 
information off social networking sites.  This includes 
photo geo-tagging, which shows your location. 
 
 

     
 
You are key to our success! 
As a family member of the Air Force 
community, you are a key component to our 
success.  You can help us ensure Operational 
Security by protecting your loved ones’ 
personal information and staying alert to 
suspicious activity. Your support at home adds 
to official support for your spouse in the work 
place and when deployed.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Remember: STAY ALERT and BE CAREFUL 
 
Examples of information to protect: 
- Detailed information concerning your 
spouse’s job 
- Details concerning the times and locations 
of deployments 
- References to trends in unit morale or 
personnel problems 
- Details concerning base security procedures  
-- When in doubt, DON’T POST IT ON SOCIAL 
MEDIA WEBSITES! 
 

To 
Consider: 



This schedule is also available at 
https://www.my.af.mil/gcss-
afbvpcp/USAF/ep/globalTab.do?channelPageId=s6925EC1345FC0FB5E044080020E329A9 
 
 

SATURDAY  9 Jan 16  

Activity Location 
BLDG/Rm 

Normal UTA 
 

Training/Meeting OPR 

Customer Service Hours 
(FSS, SFS, CPTF, LRS, MDG)   

(Monthly) 

As Applicable 
 

0945-1200 
1300-1430 

 

110  Unit/CC 
 

Public Affairs 
Open Studio 

BLDG 6900 
PA/VI 

0900-1100 110 ATKW/PA 
MSgt Pawloski 

Immunizations 
(Monthly) 

BLDG 6930   
Medical 

0900-1100 
1300-1500  

110 MDG 
SMSgt Carroll 

In-Out Processing BLDG 6930 
Medical 

0900-1100 110 MDG 
SMSgt Carroll 

Retirement Briefing BLDG 6905 
Testing Room 

0900-1000 110 FSS 
MSgt Jenney 

WIT Training 
Dec and Jan UTA 

BLDG 6913 
OPS Auditorium 

0930-1030 110 IG 
Lt Col Shay 

BETM/UTM Training Meeting BLDG 6905 
Testing Room 

1000-1100 110 FSS 
SMSgt Parks 

Base Records Manager Training ACOS Training Room 1000-1000 110 CF 
SSgt Beach 

Professional Development Council 
 

BLDG 6905 
Wing Conf  Room 

1000-1100 Council President 

Lunch - Dining Facility 
(Monthly) 

BLDG 6930 
Dining Facility 

 

1100-1230 
 
 

110 FSS/SVF 
Major Poston 

Company Grade Officers Council 
 

BLDG 6909 
AROMS 

1100-1130 Council President 
Capt. Bechtel 

Com Flight Classroom Open for CBT’s 
(Monthly) 

BLDG 6900 
CF Classroom 

1200-1500 110 CF/CC 
Major  Guy 

CDC/PME Testing 
(Scheduled by UTM) 

(Monthly) 

BLDG 6905 
Base Training   
 Testing Room 

1300-1500 110 FSS/FSD 
 

SMSgt Parks 
HRE/POSH/DIVERSITY BLDG 6090 

CE Training Classroom 
1300-1500 Lt Hester-Holloman 

ANG Ancillary Training 
Lautenberg Amendment 

Base Wide 15 min CC only 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



This schedule is also available at 
https://www.my.af.mil/gcss-
afbvpcp/USAF/ep/globalTab.do?channelPageId=s6925EC1345FC0FB5E044080020E329A9 
 
 

SUNDAY  10 Jan 16  

Activity Location 
BLDG/Rm 

Normal UTA Training/Meeting OPR 

Catholic Mass 
(Monthly) 

BLDG 6909 
Student Flight 

0715- 0745 110 ATKW 
Chaplin’s Office 

Protestant Services 
(Monthly) 

BLDG 6909 
Star Base 

0730-0800 110 ATKW 
Chaplin’s Office 

Fitness testing BLDG 6900 
Fitness Track 

0800 110 FSS/SVF 
Major Poston 

Air Force Training Course 
(Quarterly) 

Feb, May, Aug, Nov 

BLDG 6905 
Testing Room 

0800-1100 110 FSS / FSD 
SMSgt Parks 

ASVAB Testing 
(Monthly) 3rd Thursday 

(Quarterly) Jan, Apr, Jul, Oct 

BLDG 6905 
Testing Room 

0745-1100 110 FSS 
MSgt Jenney 

Customer service Hours 
(FSS, SFS, CPTF, LRS, MDG) 

(Monthly) 

As Applicable 0800-1130 110 Unit/CC 

Wing Drug Testing 
(Monthly) 

BLDG 6909 
AROM Club 

0830-1100 110 MDG 
Maj Diaz 

3S0X1 Training 6905 
IPR office 

0900-1000 110 FSS 
TSgt Mongeon 

Immunization 
 

BDLG 6930 0900-1100 110 MDG 
SMSgt Carroll 

Public Affairs 
Open Studio 

BLDG 6900 
PA/VI 

0900-1100 110 ATKW / PA 
MSgt Pawloski 

Quantitative FIT/Respiratory Testing 
(Gas Mask) 
(Monthly) 

BLDG 6930 
Room 118 

0900-1100 110 MDG/Bio Enviro 
A1C Vierzen 

Junior Enlisted Advisory Council (JEAC) 
 

BLDG 6905 
Wing Conf Room 

0900-1000 Council President 

Senior Enlisted Advisory Council (SEAC) 
 

BLDG 6905 
Wing Conf Room 

1000-1100 Council President 

Chief’s Council 
 

BLDG 6905 
Wing Conf Room 

1130-1230 Council President 

In House AFSC Training 
All Individual Sections 

Base  
Wide 

1200-1600  

CCAF Graduation  BLDG 6922 
Classroom 

1300-1400 110 ATKW 
Wing Command Chief 

WIT Training 
Dec and Jan UTA 

BLDG 6913 
OPS Auditorium 

1300-1400 110 IG 
Lt Col Shay 

PERSCO Training BLDG 6905 
Testing Room 

1300-1400 110 FSS 
TSgt Mongeon 

CSS Training 
VPCGR Training (ability/products) 

BLDG 6905 
Testing Room 

1400-1500 110 FSS 
TBD 

Wing CC’s Drill Hotwash BLDG 6905 
Wing Conf Room 

1500-1530  
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